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You’ve got this coveredTM

Comodo Endpoint Security Manager centrally 
manages the deployment of award-winning 
Comodo Internet Security software to protect 
the desktops and servers your business relies 
on against internal and external threats. The 
enhanced version 2.1 has been designed to 
optimise administration of network security. It 
has been field tested against 1000 local and 
remote endpoints.

IT personnel centrally manage the deployment 
of critical security configuration policies and 
procedures, such as downloading the antivirus 
signature database, configuring security levels 
and specifying program execution rights. 
Policy enforcement flows from an easy-to-
use web-based console, saving time and 
administrative costs when rolling out policy 
changes to multiple endpoints. Location-based 
policy supports configurations that differ when 
a laptop is used in or out of the office.

Comodo Endpoint Security Manager, designed 
to be installed on any Windows Server (2003 
or higher) or on a Windows PC (XP SP3 or 
higher – subject to hardware requirements), 

simplifies the administration of network-wide 
security policy by consolidating information 
regarding malware outbreaks; automatically 
deploying signature updates and enforcing 
policy compliance for all protected endpoints 
– both inside and outside the perimeter. The 
service can be managed from any computer 
via a simple web-based dashboard that 
features detailed reports, task-orientated 
wizards, real-time alerts and a clearly 
organized touch-screen interface that allows 
administrators to resolve issues as soon as 
they arise.

Get down to business with a simpler 
way to manage endpoint protection

Comodo Endpoint Security Manager 2.1 is 
especially designed for businesses that quickly 
want to get their endpoint security under 
control with the minimum of administrative 
effort. It features a fast first time setup 
and has a short learning curve that allows 
administrators to begin using the solution right 
away. ‘Proven-to-work’ configurations can 
be easily imported from existing, standalone 
installations of Comodo Internet Security 

Key Points:
•	Simplified Management - 

Saves time and administrative 
costs by centrally distributing 
desktop security configuration 
policies imported from 
standardized endpoints and 
enforcing compliance

•	Non-dedicated Server - 
Installs on any Windows PC or 
server and can be managed  
from any PC via a browser

•	Custom Policies - Provides 
control over the centralized 
deployment of antivirus and 
firewall configuration policies; 
automatically applies the 
appropriate policy when a 
managed endpoint is locally or 
remotely (Internet) connected

•	Active Reports - 
Comprehensive reporting 
facilities with built-in drill down, 
on-demand reporting, report 
queuing and report archiving

•	Defense+ HIPS with 
Default Deny Protection™ 
- Beyond traditional HIPS, stops 
viruses and malware before they 
enter your endpoints

•	Auto Sandbox 
Technology™ - Automatically 
blocks unknown applications 
or secures them in a virtual 
environment where they cannot 
damage your PC

Manages Comodo Internet Security: Rated #1 in Proactive Security by Matousec.com; Rated 5 stars by CNET; 
Antivirus engine certified by VB100, ICSA, and West Coast Labs Checkmark; Ranked top 10 of AV products is 
use globally by Opswat.com; Voted favorite suite in About.com Reader’s Choice Awards
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2012 and quickly rolled out to the rest of the 
network as policy – simplifying any company’s 
evolution to a centrally managed solution. 

Comodo Endpoint Security Manager is 
designed to dovetail with your organization’s 
endpoint standardization efforts as you grow 
and add new desktops and servers. When 
exceptions or changes to security policies 
need to be made, such as when you visit 
a desktop to configure a new or updated 
application, modifications made and tested 
at that endpoint can serve as the new policy 
source for other computers. 

Default Deny Protection™ - block 
viruses and malware before they infect 
your endpoints

Comodo’s Default Deny Protection™ 
technology creates an impenetrable malware 
shield on endpoint machines by combining 
best of breed antivirus and firewall protection 
with a host intrustion prevention system 
recognized as the strongest in the industry. 
Comodo’s Auto Sandbox Technology™ 
leverages the world’s most reliable whitelist 
of verified applications to automatically 
decide if an unknown application should 
be allowed to run on your network - without 
the end-user being interrupted. First the 

unknown application is launched in a secure 
virtualized environment where it cannot 
damage Windows, its registry, or important 
user data. Comodo will then subject the file 
to a battery of automated and manual tests to 
determine whether or not it presents a threat 
to your organization. If the application is safe, 
it is added to the whitelist and allowed to 
run on the endpoint. If it is determined to be 
malware, the application is discarded. This 
provides a pop-up-free, guesswork-free, worry-
free environment for users and administrators.

In fact, Comodo Internet Security provides 
such an effective protection against viruses 
that we back it all up with an industry 
exclusive Limited Virus-Free Guarantee. 

With Comodo Endpoint Security 
Manager, you’ve got this coveredTM!

Get your business on its way to managed 
endpoint protection with a free trial of 
Comodo Endpoint Security Manager 2.1 
today!

• Antivirus Scanning - Real-
time and console-initiated 
scanning to keep endpoints 
clear of viruses and malware

• livePCsupport - Chat with 
a Comodo security expert and 
receive 24/7 remote help with 
your installation

• Protection Guarantee -
Comodo’s Limited Virus-Free 
Guarantee protects your 
endpoints against damage 
caused by viruses or malware
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About Comodo

Comodo® is a leading brand in Internet security. With US Headquarters in New Jersey and global resources in UK, China, 
India, Ukraine, and Romania, Comodo provides businesses and consumers worldwide with security and trust services, 
including digital certificates, PCI scanning, desktop security, and remote PC support. Securing online transactions for over 
200,000 businesses, and with more than 35 million desktop security software installations, including an award-winning 
firewall and antivirus software, Comodo is Creating Trust Online®. To learn more, visit Comodo’s website: www.comodo.com.

$5000 Virus-Free Guarantee
To download, please visit:
http://www.comodo.com/tryESM

https://360.comodo.com/security-solutions/endpoint-protection/

