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Quickly monitor, manage, and secure 
all devices across your entire network.

E N D P O I N T
M A N AG E R
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Product Overview | Endpoint Manager

Practice cyber hygiene to reduce the attack surface by identifying 
applications, understanding the vulnerabilities and remediating patches.  

Proactive updates for optimal 
security with minimal downtime

Streamline your IT operations 
while improving your overall 
security posture

Discover, Audit, Compliance- 
all-in-one centralized 
dashboard view

K E E P  Y O U R  E N D P O I N T S  U P  T O  D A T E

E N D P O I N T  M A N A G E R
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Manage your device’s operating software to 
ensure Linux, Windows or Mac systems are 
optimized, protected and secured.

Configure any Major OS

Each profile lets you specify a device’s 
network access rights, overall security 
policy, antivirus scan schedule settings.

Recommended Security Policy

Update your devices, OS, and 3rd party 
applications manually or automatically 
through one consolidated list.

Patch Management

The scan will identify both managed and 
unmanaged devices. You can configure EM 
to alert you if a scan finds new devices.

Network Management

Our lightweight agent to collect information 
and drill down into incidents with 
base-event-level granularity.

Cloud-Based Architecture

Create procedures and monitors to track 
certain activities and generate an alert if 
their conditions are met.

Alerts and Notifications

Our global threat intel provides real-time 
analysis, returning a verdict within 45 
seconds for 95% of the files submitted.

Valkyrie Verdict Decision Engine

Automatically runs from patented virtual 
container that does allow threats to access 
the host system’s resources or user data.

Auto Containment Compatibility

Push or rollback updates more efficiently 
with bulk installation area lets you 
download the communication package.

Bulk Device or User Enrollments
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F E A T U R E  C A P A B I L I T I E S

E N D P O I N T  M A N A G E R



Comodo is the world’s leader of next-generation open-source cybersecurity, with the industry’s most disruptive innovations.   

We help customers stop breaches with groundbreaking isolation technology that neutralizes ransomware, malware and 

cyber-attacks. Our complete cloud-native framework delivers a zero-trust architecture with active breach protection for the 

most comprehensive defense against zero-day threats. Comodo’s cybersecurity products maximize intelligent sharing 

between every component of the platform, therefore providing superior security. We are the only company that analyzes and 

gives a trusted verdict for 100% of files on a network.  

Comodo leverages innovation to celebrate and support the cybersecurity community by offering the very first open-source 

endpoint detection and response (EDR). We believe an open-source model using community-powered collaboration will 

ensure every organization has access to the industry’s most sophisticated EDR. 

For more information, visit www.comodo.com
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