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Locky Ransomware August 2017 Special Report Part I

A second wave of new but related IKARUSdilapidated Locky ransomware attacks has
occurred, building on the attacks discovered by the Comodo Threat Intelligence Lab (part
of Comodo Threat Research Labs) earlier in the month of August 2017. This late August
campaign also uses a botnet of “zombie computers” to coordinate a phishing attack which
sends emails appearing to be from your organization’s scanner/printer (or other legitimate

source) and ultimately encrypts the victims’ computers and demands a bitcoin ransom.

= Attachment Tools  Scanned image from MX-2600N - M...
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Fri 8/18/2017 5:19 AM

N noreply@waterline.ch
Scanned image from MX-2600N

To a.bertolio @waterline.ch

oWe remowved extra line breaks from this message. ~

noreply@waterline.ch_20170731_443833.rar
2KB

Reply to: noreply@waterline.ch <noreply@waterline.ch> Device Name: Not Set Device Model: MX-2600M
Location: Not Set

File Format: Adobe Acrobat Reader
Resolution: 200dpi x 200dpi

Attached file is scanned image in PDF format.
Document password:
Creation date: Fri, 18 Aug 2017 14:48:50 +0530
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The larger of the two attacks in this wave presents as a scanned image emailed to
you from your organization’s scanner/printer. As many employees today scan original
documents at the company scanner/printer and email them to themselves and others,

this malware-laden email will look very innocent.

The sophistication here includes even matching the scanner/printer model number to
make it look more common as the Sharp MX2600N is one of the most popular models of
business scanner/printers in the market.

This second wave August 2017 phishing campaign carrying IKARUSdilapidated Locky
ransomware is, in fact, two different campaigns launched 3 days apart. The first (featuring
the subject “Scanned image from MX-2600N”) was discovered by the Lab to have
commenced primarily over 17 hours on August 18th and the second (a French language
email purportedly from the French post office featuring a subject including “FACTURE”)
was executed over a 15-hour period on August 21st, 2017. Each continued beyond those

surges but in much lesser quantities.

In contrast to the initial 2017 IKARUSdilapidated Locky campaign which distributed
malware with the “.diablo” extension and a script that is a Visual Basic Script (and has a
“vbs” extension), both new attacks have interesting variations to not only fool users with
social engineering , but also to fool security administrators and their machine learning

algorithms and signature-based tools.

The encrypted documents have a “.lukitus” extension. The first is distributing “.vbs” files
via email, but the second one is distributing JavaScript or “.js” files. This shows that the
malware authors are evolving and changing methods to reach more users and bypass
security methods.
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Both English and French language phishing approaches are used in these two new attacks,
which were launched from, and impacted, numerous countries around the world. Here is a
heat map of the first attack on August 18th featuring the “Scanned Image” subject line.

E“H [v o+

Interestingly, 27% of the 54,048 IP addresses used in the “Scanned Image” attack were
also used in the first IKARUSdilapidated Locky attacks on August 9th-11th, 2017 and

the top source countries of the of the botnet “zombie computers” remained the same:
Vietnam, Turkey, India and Mexico. Considering some of the computers taken over in early
August were Internet Service Providers (ISPs), it is a bit surprising that the vulnerabilities

were not addressed in the week+ since the first attack and botnet takeover.

Country Sum - Count Of Emails
Vietnam (VN) 17,061
India (IN) 9,591
Mexico (MX) 4,193
Turkey (TR) 3,535
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ISPs in general were co-opted heavily in this attack which points to both the sophistication
of the attack and inadequate cyber-defense at their endpoints. Here are the leading range
owners detected in the “Scanned image from MX-2600N” attack:

Range Owner Sum - Count Of Emails
Vietnam Posts and Telecommunications (VNPT) 11,551
Airtel Broadband 3,302
VDC 2,946
Turk Telekom 2,795
Viettel Corporation 1,067
lusacell 1053

The French language attack (see below) presents as a “FACTURE” message which translates

to a BILL or BILLING inquiry from a laposte.net email address (which is a domain used by a
popular French post office company).

= FACTURE Mo 17-31 - Message (Plain Text)

Developer Help GpgOL @ Tell me what you want to do

%Ignore x D ﬁ;\é @ ﬁ’% E;:T:fting ¥ Create New ; o Rules - E‘; |> a% £ Find q

X [E] Related -
3@Junk' Delete Archive Reply Reply Forward

_ Move 52 4 4 . Mark Follow Translate oom
Al E-E More ~ T = FETES Unread Up- = % Select -
Delete Respond Quick Steps ] Move Tags ] Editing Zoom -

Mon 8/21/2017 5:36 AM

CA clinic automoto <clinic.automoto@laposte.net>
FACTURE No 17-31
To A.d.@townofmanteo.com

n ‘We removed extra line breaks from this message.

img20170821_08094000.7z _
4KE

Votre message est priet & Aztre envoyA© avec les fichiers ou liens joints suivants :
img20170821_08054000

Remarque : pour se protA@ger des virus informatiques, les programmes de messagerie A@lectronigue peuvent interdire la rA@ception de certains

types de fichiers en piA-ce jointe. VA@rifiez les paramA-tres de sA@curitA® de votre messagerie A@lectronique pour savoir comment sont gh@rACes
les piA-ces jointes.
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When the attachment is clicked it appears as a compressed file to be unpacked:

B img20170821_08094000.7z - WinRAR. (evaluation copy) = O X
File Commands Tools Favorites Options Help
o B ad) U O M
W
Add Extract To  Test View Delete Find Wizard Info VirusScan
m |§ img20170821_08094000.7z - 7-Zip archive, unpacked size 16,191 bytes ~
MName Size Packed Type
- cal Disk
201?0821 _02838700.js 16,191 4265  JavaScript File
£ >
(=L Total 16,191 bytes in 1 file

Here you can see a sample of the scripting, which is quite different than that used in the
attacks earlier in the month:

24 var line5HO = SmthngWrngfrankfurt FROG2sud (line5) ;

WScript.echo ("Error opening file (CODE:" +linebHO+")");

for (velVITK_OBLOM= 0; line5HO >velVITK OBLOM ; ++velVITK OBLOM) {

line5[velVITK_OBLOM] = -29+line5[velVITK OBLOM] - 1;
30 }
31
874 var turkish;
33  var velVITK BOSKO_25 = ""7
34
35 var ratatu = "prot"+"otype";
36
37 function TortPankaky (ReebokGalaxyFROGvostochniy) {
38 ReebokGalaxyFROGtaliluev = ReebokGalaxyFROGvostochniy;

39 for (var ReebokGalaxyFROG2XCOP in turkish) {ReebokGalaxyFROGtaliluev = ReebokGalaxyFROGtaliluev["repl" + "ace"] (ReebokGalaxyFROG2XCOP,
turkish [ReebokGalaxyFROG2XCOP]) ; }

40 return ReebokGalaxyFROGtaliluev;

41 }i

42

43

44 String[ratatu] .HIDEMYASS = function() {

45 var SmthngWrngfrankfurt RazlomSS, line4, SmthngWrngfrankfurt Selectionl, SmthngWrngfrankfurt FROG2c4;
46

47 var SmthngWrngfrankfurt FROG2out = "";

48

49 var line3= this.replace (/PARTITI/gi, SmthngWrngfrankfurt FROG2out);line6 = 0;

50  var SmthngWrngfrankfurt FROG2len = SmthngWrngfrankfurt FROG2sud(line3);

52 while (line6 < SmthngWrngfrankfurt FROG2len) {

53

54

55 do {

56 var SmthngWrngfrankfurt koch = line3.charCodeAt (lineé++) &(0x132- 0x33);

57 SmthngWrngfrankfurt RazlomSS = line5[SmthngWrngfrankfurt_koch]:

58 } while (line6é < SmthngWrngfrankfurt FROG2len && SmthngWrngfrankfurt RazlomSS == -1);
50 if (SmthngWrngfrankfurt RazlomSS == —1)

©0 break;

61 do {

62 stembl = "the";
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This second, smaller attack is captured in the below heat map and shows many European
and Southern Asia hot spots, but minimal activity in United States and Russia:
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17% of the IPs used in this attack were also used in the August 9th-11th IKARUSdilapidated

Locky attacks, so the response to the takeover of those machines has been slow.

The Comodo Threat Intelligence Lab team was able to quickly verify the two new

ransomware attacks via detections at Comodo-protected endpoints at the front edge

of each new attack. As users clicked on the attachments in these innocuous emails, they
were read as “unknown files,” denied entry to the infrastructure, and put into containment,
where they were analyzed by Comodo’s machine learning-powered technology and,

ultimately, by the lab’s human experts.

The Lab’s analysis of emails sent in the ‘Scanned image’ phishing campaign revealed this
attack data: 8,886 different IP addresses being used from 127 different country code top-level
domains maintained by the Internet Assigned Numbers Authority (IANA). The narrower
“FACTURE” attack utilized 1657 different IP addresses from 74 country code domains.

As with the early August attacks, when the Lab team checked the IP range owners, we see

that most of them are telecom companies and ISPs. This tells us that yet again the
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IP addresses belong to infected, now compromised computers (also called “zombie
computers”). This campaign used a large bot network (or botnet), and had a sophisticated

command and control server architecture.

The simulation of an internal scanner/printer, a second attack just a few days later, and

the use of local language elements and a post office domain also continues the trend of
increasing sophistication, organization and capability of new ransomware attacks and adds
more credence to the call to act on the recommendation of security experts everywhere:
“Adopt a default deny security posture” and thereby deny new, ‘unknown’ files entry into
your IT infrastructure until you’re sure they are good, safe files.

“This first follow-up ransomware phishing attack so soon after the sophisticated August
9th-11th attack, showed us how dedicated they are at getting better at these types of
attacks.” said Fatih Orhan, head of the Comodo Threat Intelligence Lab and Comodo Threat
Research Labs (CTRL). “Another more targeted variant coming just 3 days later confirms
their capability to scale up and to plan and execute multiple targeted campaigns and as with
August 9th, when machine learning algorithms and artificial intelligence couldn’t identify
these new unknown malware files, the default deny posture with containerization of unknown
files was critical to protect customers. The Lab’s human experts from around the world were
also needed to analyze and identify the code in the files and render a white list or black list
verdict. As with the new ransomware detected earlier this month, there was dangerous,

new ransomware attacking large numbers of endpoints in a coordinated pair of attacks
essentially lasting just 17 and 15 hours respectively. Using ‘default deny’ security posture
with containment of unknown files is what protected users’ endpoints from this new variant

of a dangerous threat.”

Orhan went on to say, “Botnets of compromised “zombie computers” from ISPs are a
particularly effective means of attack for criminals to both scale their ransomware attacks
and to broadly bombard specific targets in a short-burst type of campaign. The attacks
were over so quickly that only preventative measures would have made any real difference.

Detection and response would have been too late here.”

Attack Data - A Deeper Dive

Diving into the data of this second wave of IKARUSdilapidated attacks a bit deeper, the
Appendices that follow include more detail on the machines used in the attacks.
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Appendix

NOTE: To compare the detail of these August 18 and 21, 2017 attacks with the original
IKARUSdilapidated campaign of August 9, 10, and 11, see Part | of this Comodo Intelligence Lab
Special Report entitled, “SPECIAL REPORT: AUGUST 2017 — IKARUSdilapidated: Locky Ransomware
Family Back with a New Email Phishing Campaign Attack.” As the malware payload and ransom

elements are the same in all three attacks, please see the original report to review those elements.

This special report from the Lab (as well as other reports and updates)
is available to subscribers of Comodo Threat Intelligence Lab Updates.
Subscribe for free at: comodo.com/lab
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Appendix A: “Scanned image from MX-2600N” Attack

- Sum - Count -
Country Sl('f)TEn?:i?snt Country Of Emails Country Sl'(I)I;nErrcl:aoill‘lsnt
VN 17,061 NG 94 TW 21
IN 9,591 BE 93 DZ 20
MX 4,193 DE 89 GE 18
TR 3,535 MA 89 AM 17
BR 2,428 DO 85 CwW 16
ID 1,926 MV 84 LT 16
CcoO 1,795 HR 78 LY 15
KE 1,041 GB 76 PY 15
BD 873 CR 65 CM 14
BO 802 HN 59 MG 13
IR 652 NL 58 HU 12
PK 582 AO 57 IE 11
TH 502 NP 56 RwW 10
AR 501 SA 55 SV 10
T 410 AL 53 MT 9
KH 407 KW 48 MU 9
ZW 387 AU a7 BW 8
PL 385 LB 45 ET 8
IL 384 BT 43 GQ 8
CL 361 MM 43 JP 8
PH 345 MZ 43 KY 8
RS 279 GH 41 HK 5
BG 270 PG 38 ML 5
ES 259 SG 38 CH 4
N/L* 257 ME 34 CN 4
LA 252 CD 33 1Q 4
MK 239 KZ 33 KG 4
GR 237 NA 32 PT 4
VE 225 EG 31 AT 3
TZ 172 JM 31 cz 3
us 167 FR 30 SS 3
ZA 160 CA 29 DK 2
RO 146 PA 29 KR 2
Uy 141 PS 28 MN 2
GT 132 TN 28 MO 2
UA 130 ZM 28 AW 1
Cl 125 BN 27 AZ 1
BA 119 uG 26 BQ 1
MY 119 CYy 25 BZ 1
PE 103 NI 25 cVv 1
JO 101 SK 23 oM 1
EC 99 Sl 22 SE 1
uz 1
*N/L: No Location Total Result 54,205

SPECIAL REPORT 10‘



COMODO

THREAT RESEARCH LABS

Sum - Count Sum - Count
Range Owner Of Emails Range Owner Of Emails
Vietnam Posts and Telecommunications(VNPT) 11,551 S.I Group 135
Airtel Broadband 33,02 Telefonica Empresas 135
VvDC 2,946 Vodafone India 135
Turk Telekom 2,795 Sify Limited 131
Viettel Corporation 1,067 Vivacom 129
lusacell 1,053 Dishnet Wireless Limited 125
CMC Telecom Infrastructure Company 903 Neda Gostar Saba Data Transfer Company Private Joi 123
No Range Owner 812 PERN AS Content Servie Provider, Islamabad, Pakist 121
Bharti Airtel 783 Fastweb 120
Cablemas Telecomunicaciones SA de CV 661 Wan & Lan Internet Pvt 116
Cablevision, S.A. de C.V. 564 Cote d’lvoire Telecom 114
Vivo 547 | Global Village Telecom 113
Asianet 472 Information Society S.A. 113
Telmex 466 | Cogetel Online 112
TATA Communications 455 COTAS 112
Axtel 436 SINET, Cambodia’s specialist Internet and Telecom 112
Telmex Colombia S.A. 399 Comcast Cable 111
Mahanagar Telephone Nigam Ltd. 390 | Tata Teleservices ISP 110
Tellcom lletisim Hizmetleri A.s. 390 | Telefonica Celular de Bolivia S.A. 110
UNE 382 | Blizoo DOOEL Skopje 107
FPT Telecom Company 337 Iltelkom S.A.S 105
True Internet 334 NSS S.A. 104
PT Indosat Tbk. 331 Bharti Airtel Ltd., Telemedia Services 103
Syscon Infoway Pvt. 328 | ZOL Zimbabwe Assignments 101
ONECOM 306 | Yashtel 99
D-Vois Broadband Pvt 289 | Mexico Red de Telecomunicaciones, S. de R.L. de C. 98
Mega Cable, S.A. de C.V. 289 Safaricom 98
Aria Shatel Company Ltd 277 PT. Cyberindo Aditama 96
Bolivia S. A. 257 | Three Indonesia 96
Tata Teleservices Maharashtra Ltd 256 | Comteco Ltda 95
Unitel 252 DCTV Cable Network Broadband Services 95
FASTNET 227 | CTBC 90
Southern Online Bio Technologies Ltd 227 Mob Telecom 89
In2cable.com (India) 218 | Wateen Telecom 89
Aamra Networks Limited 193 Qi Velox 88
ACCESSKENYA GROUP LTD is an ISP serving 192 | AXS Bolivia S. A. 87
Tv Azteca Sucursal Colombia 191 Gtel Tijuana 85
Oi Internet 182 | Varnion Technology Semesta, PT 85
Kenyan Post & Telecommunications Company / Telkom 180 Delta Infocom Limited 84
Telecom ltalia 173 Dhivehi Raajjeyge Gulhun (Dhiraagu) 84
Bharti Broadband 167 | Telefonica de Argentina 82
Cablevision 163 | CANTV 81
Philippine Long Distance Telephone 159 National Telecommunication Corporation HQ 81
Bezeq International 154 | Tanzania Telecommunications 81
MPLS ADSL Broadband 153 | VietNam Telecom National 81
PT Telkom Indonesia 153 | Wananchi-ke 81
Virtua 150 | Meghbela Broadband 80
Transtelco S.A. 148 | S.A.E.s.p. 79
Reliance Communications 147 | Cyfrowy Polsat MVNO mobile broadband services 78
Airtel 145 | Media Commerce Partners S.A 76
ETB 142 | S.AA.Es.p 75
Administracion Nacional de Telecomunicaciones 139 | Toseh Ertebatat Homa (Private Joint Stock) 72
Alestra, S. de R.L. de C.V. 135 United States Air Force 72
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Sum - Count Sum - Count
Range Owner Of Emails Range Owner Of Emails
Telefonica Venezolana 70 Delhi Gsm Ip Pool 47
Tata Indicom 69 Proximus Skynet 47
Telone 69 Eastern Telecoms Phils., Inc. 46
Orange Israel 68 Intech Online Private Limited 46
SHATEL DSL Network 67 Telefonos del Noroeste, S.A. de C.V. 46
TRD ROBI DOOEL 67 TurkNet lletisim Hizmetleri A.S 46
MTN Nigeria 66 Via Real Internet Equipamentos de Informatica Ltda 46
Tata Mobile 66 Aamra technologies limited 45
Wsp Servicos de Telecomunicacoes Ltda 65 Azteca Sucursal Colombia 45
DSL-Elektronika d.o.o. 64 Bittel Telecom Pvt Ltd 45
Honesty Net Solution (1) Pvt 64 Broadband Pacenet Pvt. 45
RailTel Corporation of India Ltd. 64 KENYAWEB 45
3BB Broadband 63 Nepal Telecom 45
Neuviz Net 62 Telenor d.o.o. Beograd 45
Universidad De Antioquia 62 IFX Corporation 44
Vectra Broadband 62 Railtelibwcustomers 44
Vietnam Posts and Telecommunications (VNPT) 62 RCS & RDS Business 44
Quest Consultancy Pvt Ltd 61 D-VoiS Broadband Private Limited 43
CS LoxInfo 60 DrukNet ISP 43
Fixed IP for cable modem customers 60 Neamul Haque Khan t/a Mazeda Networks Limited 43
Jazz Telecom S.A. 60 PT Tele Globe Global 43
Transworld Associates (Pvt.) Ltd. 60 Satellite Connection 43
Ingenieria e Informatica Asociada Ltda (lIA Ltda 59 TVCABO - Comunicacoes Multimedia, Lda. 43
Ecuadortelecom S.A. 58 Entel S.A. - EntelNet 42
Telefonica del Peru 58 Triple Play Broadband Private Limited 42
WorldStream 58 MNC Playmedia 40
Orange Polska 57 Primesoftex 40
TTCLDATA 57 Cotel Ltda. 39
Vodafone Ono 57 Jupiter Telecomunicacoes e Informatica Ltda 39
EMCATEL 56 DOCSIS clents in Pripor 38
OTEnet S.A. 56 Telefonica Data S.A. 38
B.Net Hrvatska d.o.o 55 KurumsalLanmix 37
Claro Dominican Republic 55 SingNet Pte Ltd 37
Global lletisim Hizmetleri A.S. 55 Hireach Broadband Private Ltd 36
Natural Fenosa Telecomunicaciones Guatemala S.A. 55 V Telecoms Berhad 36
Angel Drops Ltd 54 Apollo Online Services Pvt Itd 35
BDCOM Online Limited 54 Centennial Cayman Corp Chile S.A 35
Pars Online PJS 53 L E M Telecomunicacoes Ltda -me 35
Vasai Cable Pvt. Ltd. 53 Polkomtel Sp. z 0.0. 35
VTR Banda Ancha S.A. 53 Superonline lletisim Hizmetleri A.S. 35
Konecta de Mexico, S. de R.L. de C.V. 52 Cyprus Telecommuncations Authority 34
MWEB 52 Empresa de Recursos Tecnologicos S.A E.S.P 34
Serbia BroadBand-Srpske Kablovske mreze d.o.o. 52 Pt Selaras Citra Terabit 34
X-Link Limited 51 Beam Telecom 33
012 Smile Communications 50 Crnogorski Telekom a.d.Podgorica 33
SaudiNet 50 Deutsche Telekom AG 33
Tele Globe Global, PT 50 Internet Service Provider 33
Vung dia chi IP cap cho dich vu IPTV tai Ha Noi 50 Liquid Telecommunications Operations Limited 33
YUnet International d.o.o. 50 PT Media Sarana Data 33
Malaysian Research & Education Network 49 PT.Mora Telematika Indonesia 33
Net Uno, C.A. 49 Vodafone DSL 33
Cotas Ltda. 47 Vodafone ltalia 33
delDSL Internet Pvt. Ltd. 47 TM Net 32
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Sum - Count Sum - Count
Range Owner Of Emails Range Owner Of Emails
UPC Polska 32 LCR Telecom NV 24
Vodafone Italia DSL 32 Maxcom Telecomunicaciones, S.A.B. de C.V. 24
Broadband ISP, FTTH and Cable Service Provider 31 Movistar Chile 24
CPS 31 Pt Indonesia Comnets Plus 24
Israel Local Authorities Data Processing Center Lt 31 Simbanet-as 24
OCPT 31 TalkTalk 24
Skyline Semesta, PT 31 Teknotel Telekomunikasyon Sanayi Ve Ticaret A.s. 24
TVCabo Angola 31 TeNeT Scientific Production Enterprise LLC 24
Blizoo Media and Broadband 30 | afczas 23
Empresa De Telecomunicaciones De Pereira S.A. 30 | Bell Canada 23
Empresa de Telecomunicaciones de Pereira S.A. E.S. 30 | Cable Tica 23
Informatica Ltda 30 | CNS Systems s.r.o. 23
Oi Fixo 30 | Inetku-PBM 23
Siticable Network Limited 30 IPStaticMarocTelecom 23
TRICOM 30 Linkdotnet-Jordan 23
ADN Telecom Ltd 29 Nettlinx Limited 23
Cablecolor S.A. 29 PT Solnet Indonesia 23
Fundacio Privada per a la Xarxa Lliure, Oberta i N 29 SAN JOSE 23
PT Remala Abadi 29 Telecomunicacoes Ltda 23
Bharti Airtel Ltd., TELEMEDIA Services, for SMB cu 28 | TOT 23
Golden Telecom LLC 28 | Tripleplay Broadband Pvt Ltd 23
Milleni.com 28 Voztelecom network 23
Netia SA 28 | Galaxy Brasil Ltda 22
PT DES Teknologi Informasi 28 | Global Tecnologia Ltda Me 22
TE Data 28 Mahbub Morshed t/a Mahi Enterprise 22
Tecnologia 28 Mediacom Cable 22
Tehran Kar Ara 28 Micropic Ltda 22
Telecomunicacoes Ltda. 28 Mobilink Mobile Internet 22
Broadband Plus 27 Paratus-Telecom 22
Cable & Wireless Jamaica 27 | Pascani 22
Dataline LLC 27 PT Sumatera Global Mediatek 22
Hexabyte 27 Pulse Telesystems Pvt Ltd 22
INDO Internet, PT 27 Telekom Slovenije d.d. 22
Panda Network 27 TELEKOM SRBIJA, ADSL users 22
Simpur ISP 27 | Telrad doo ISP 22
Telstra Internet 27 | Vodafone Net lletisim Hizmetleri A.s 22
Zaijil Telecom 27 Comilla Online 21
Inwi Mobile 26 Fast Telecommunications Company W.L.L. 21
Supernet Limited Transit 26 | Global Broadband Solution societe de droit america 21
Digital Network Associates Private Limited 25 Maroc Telecom 21
IACTCOM 25 | Neterra Ltd. 21
Net Tecnologia Integrada 25 | Orange Espana 21
Protel I-Next, S.A. de C.V. 25 Orange Polska Mobile 21
PT. Pasifik Satelit Nusantara 25 Orange-jordan 21
SINET SRL 25 | SaiNet 21
SOL-Customer-MIX 25 | Shree Cable 21
TELEKOM SRBIJA a.d. 25 | Tim Celular S.A. 21
Windhoek BRASO02 IP Pool 25 | UNICS Ltd 21
Autonomous System Number for Nexlinx 24 | Vodacom 21
BSNL 24 | ABCOM Shpk 20
Empresa De Informatica E Telecomunicacoes 24 | Augere Wireless Broadband Bangladesh Limited 20
Global Crossing Comunicacoes Do Brasil Ltda. 24 | COLT Technology Services Group Limited 20
Informatica y Telecomunicaciones S.A. 24 | Conesul Telecomunicacoes Ltda 20
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Sum - Count Sum - Count
Range Owner Of Emails Range Owner Of Emails
Indosatm?2 20 | Triple C Computation Ltd. 17
SA Telecable 20 | Ver TvS.A. 17
Smart Link Communication 20 | XFone 018 17
Soluciones en Telecomunicaciones, S.A. 20 4ALB shpk 16
Techtel LMDS Comunicaciones Interactivas S.A. 20 | Conjoinix Technologies Pvt. Ltd. 16
Telecom Ltda Me 20 NETLIFE 16
Unetvale Servicos e Equipamentos LTDA 20 PT. Citra Sari Makmur 16
Vex Net Telecon 20 PT. Net2Cyber Indonesia 16
WHS Telecom Serv. Telecomunicacoes LTDA 20 SOL-BD 16
Bharti Cellular Ltd. Mumbai 19 | Telgua 16
Comunicaco E Informatica Epp 19 United Telecommunication Services (UTS) 16
Cromtel Prod Impex Srl 19 | Vital Teknoloji Telekomunikasyon Bilgisayar Hizmet 16
Datec-PNG 19 | AUGERE-Pakistan 15
Digicel (PNG) Ltd 19 | BH Telecom d.d. Sarajevo 15
Eskisehir Bilisim lletisim San. ve Tic. A.S. 19 Britis Telecom LTDA 15
Forthnet 19 Ifx Networks Colombia 15
ITELKOM 19 Intelligent Technologies S.A. 15
LulinNet 19 JSC Kazakhtelecom, Almaty Affiliate 15
Media Antar Nusa PT. 19 Libyan Telecom and Technology 15
ONO 19 LINKdotNET Telecom Limited 15
PrimaNet - PT. Khasanah Timur Indonesia 19 Multinet Pakistan Pvt. Ltd. 15
Ranks ITT 19 Net1 15
Redes y Telecomunicaciones 19 PT. Bangun Abadi Teknologi Indonesia 15
TRIPLEPLAY INTERACTIVE NETWORK PVT LTD 19 | R.C.A. Sistemas Ltda. 15
Vodafone Ghana 19 | Telecom Eireli 15
Wana Corporate 19 | Wamika Broadband 15
Blicnet d.o.o. 18 XFone 15
CallU Telecomunication Ltd. 18 | Yota De Nicaragua 15
Caucasus Online LLC 18 | Asre Enteghal Dadeha 14
CityOnline Services Ltd 18 | Auro International School Of Hospitality Managemen 14
Comcel Guatemala S.A. 18 | Cable & Wireless Panama 14
Cyta Hellas 18 | Co.pa.co. 14
Ha Noi Post and Telecom Company 18 | Netcomm Argentina SRL 14
Hathway 18 | Operbes, S.A. de C.V. 14
Neotel Macedonia 18 Stetnet Telecom 14
Satnet 18 | Telecable Economico S.A. 14
SOLNET-Customer-Serial 18 | Telkom Internet 14
STLGHANA 18 | Wireless Business Solutions (Pty) Ltd, iBurst 14
Telekom Romania Communication S.A 18 BSW 13
TM International Bangladesh 18 Ixsforall, Inc. 13
Universitas Ahmad Dahlan 18 NuevatelVL 13
A Multihomed ISP Company 17 | PT Cyber Network Indonesia 13
candor infosolution Pvt Ltd 17 Ramiro Alfonso Gomez Caicedo 13
COOLLINK 17 Romtelecom Data Network 13
EUROTEL Ltd 17 Seven Star Internet Service Provider 13
INFV+ 17 | Sul Americana Tecnologia e Informatica Ltda. 13
National Information Technology Authority Uganda 17 | Telecom Ltda. 13
Netcom Enterprises Pvt Ltd 17 | Tellas S.A. 13
Norfolk Hotel 17 | Tiscali UK Limited 13
Olo del Peru S.A.C 17 | Triolan 13
PT Maxindo Mitra Solusi, JI Kelapa Puan Raya Blok 17 UNIDATA S.p.A. 13
Tecmidiaweb Ltda 17 University Pop 13
TPG Internet 17 | A. C. Vera Filho Telecomunicacoes E Informatica - 12
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Sum - Count Sum - Count
Range Owner Of Emails Range Owner Of Emails
EARTH TELECOMMUNICATION (Pvt) 12 | Completel 9
IDS Bangladesh. IP Transit provider. Dhaka, Bangla 12 | Compania. Garantizadora Telecheque Ltda. 9
Indolnternet Network 12 Derkom Spolka Jawna Dariusz Klimczuk 9
ISP External Zone 12 Equipos Y Sistemas S.A. 9
Orbit Telecom Technology Co. Ltd 12 Hotel Paramount 9
PT Quantum Tera Network 12 | Hrvatski Telekom d.d. 9
PT. Dutakom Wibawa Putra 12 HTT 9
Pt. Linknet 12 JSC Kazakhtelecom, East Kazakhstan Affiliate 9
R Cable y Telecomunicaciones Galicia, S.A. 12 Rainbow communications India Pvt Ltd 9
Tanzania-e-Government-Agency 12 | SAGLAYICI Teknoloji Bilisim Yayincilik Hiz. Ticare 9
Telecall Brasil Servicos de Telecomunicacoes Lt 12 | SaveCom Internation Inc. 9
Telecentro S.A. - Clientes Residenciales 12 | Sodetel S.a.l. 9
Viasat Communications 12 | Tri Telecom 9
Wds Telecom Ltda. Me 12 | Wireless Comm Services LTDA 9
Dishnet Wireless Limited. Broadband Wireless 11 A. L. A. Informatica Ltda. 8
Fastel Sarana Indonesia PT 11 ABCOM-Business-clients , HFC-Infrastructure 8
Freitas Servicos de Internet Ltda 11 Bcl South 8
GNC-Alfa CJSC 11 Ethiopian Telecommunication Corporation 8
Gpon Pool 11 GETESA (Orange Equatorial Guinea) 8
Greater Amman Municipality 11 GO p.l.c. 8
Grupo Hidalguense de Desarrollo, S.A. de C.V. 11 Ingenieria Ip Bestel 8
L. Garcia Comunicacoes ME 11 Kabel Deutschland 8
Provedor De Internet Ltda Me 11 Linktel Telecomunicacoes Do Brasil Ltda 8
Sapthagiri College of Medical Sciences,Banglore 11 MauritiusTelecom 8
Sulanet SA / Insetec Group 11 Multidisiplin Company Express Ltd 8
Telecom Cordeiropolis Ltda. 11 Navega.com S.A. 8
UPC lIreland 11 Noroestecom Telecomunicacoes Ltda 8
Wan Interco for customers 11 Provedor De Acesso A Internet Ltda 8
WIND Telecomunicazioni S.p.A 11 Pt Bina Informatika Solusi 8
xDSL Services of HaNoi 11 PT. Hipernet Indodata 8
Amazonia Telecom Ltda. - Me 10 Rasulov Rasul Akhliman-Ogli PE 8
Core infrastructure 10 Servnet Mexico, S.A. de C.V. 8
Globalwave Telecom 10 | Spice-net-tz 8
Grameen Cybernet Ltd. Bangladesh. 10 | Srm Easwari Engineering College 8
Informatica Ltda. - Epp. 10 | Symbolics 8
Internet by Sercomtel S.A. 10 | Telemasters 8
Liquid Zimbabwe 10 | TRUE, The Real Unix Experts 8
Luis Antonio Palomino Dagdug 10 | VipNET 8
Md. Abdul Awual t/a Cyber Way Technology 10 | ZONE Technologies Ltd 8
MTNRW 10 | Agentia de Administrare a Retelei Nationale de Inf 7
neojaime oliveira ribeiro me 10 | Auspice Infratel Pvt. Ltd. 7
Netnam Company 10 Axtel - Recursos WiMAX 7
Pakistan Software Export Board 10 Bharti Airtel Limited 7
PlusNet Technologies Ltd 10 Bharti Telenet Ltd.mumbai 7
Terrakom d.o.o. 10 BRACNet Limited 7
Tesat Sp. z 0.0 10 | BT 7
The Communication Authoity of Thailand, CAT 10 Cablevision S.A. de C.V. 7
UPC Romania SRL 10 Ethernet Xpress Pvt. Ltd. 7
Worldcall Broadband Limited 10 Internet Initiative Japan Inc. 7
Accesskenya Group Ltd 9 Internet Solutions 7
Afrihost 9 Ipko Telecommunications 7
B.b.g Campelo Me 9 KNK Telekomunikasyon lletisim Elektrik Sanayi Tica 7
Commission on Science and Technology for 9 Pakistan Telecommunication Company Limited 7
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PT Tirta Karya Buana

PT. Cakramedia Indocyber

Sampark Estates Pvt. Ltd.

Servicos De Telecomunicao Ltda
Splius

Telecable de Asturias,SA

Telecom Namibia

Telecom Services (DLI/WLL) Provider
UAB Bite Lietuva

ZOL GPON Home Users

Alcoa Aluminio S/A

Cablemas Telecomunicaciones (merida)
Cablemas Telecomunicaciones (tijuana)
Colinanet Srl.

Commercial radio-broadcasting company Cable operat
Digital Network Associates Pvt

Entel PCS Telecomunicaciones S.A.
Epm Telecomunicaciones

Fariya Networks Pvt.

In2cable (India) Ltd.

ipNX NIGERIA LIMITED

Magyar Telekom

Mercantile Communications Pvt. Ltd
MNET Internet provider

MTN Network Solutions Pty Ltd
Multimedia Polska S. A.

Nacional De Telecomunicaciones - Cnt Ep
Newcom Limited

Ngs-adsl Users Shz

Rogers Cable

Servicos em Informatica Ltda

Telecom Ltd

Telefonica de Espana

Telekom Srbija

TGN

Tikona Digital Networks Pvt

Universal Video Cable Srl

Universitas Negeri Semarang

Vip mobile d.o.o.

Wifirst S.A.S.

116 Madhav Darshan

Aamra Outsourcing Ltd.

Agni Systems Limited

blueconnect

Citycom Networks Pvt Ltd
Concerotel-Botswana

Coop. Limitada De Consumo De Electricidad De Salto
Daisy Wholesale Limited

Defferrari Informatica Ltda.

HoChiMinh City Post and Telecom Company
ICPNET Cable

Ikatelnet

Internet Bandwidth
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JSC Kazakhtelecom

Level 3 Communications

LINKNET

Media Sac

Myhosting

Nayatel (Pvt) Ltd

New Century InfoComm Tech Co.
OGERO

Orange Madagascar

PredialNet

PROTONET Adrian Ludyga

PT Hyperindo Media Perkasa

PT. Cahaya Buana Raksa

PT. Palapa Media Indonesia

PT.Insan Sarana Telematika

S.N. Radiocomunicatii S.A.

Sat-Trakt d.o.o.

SEACOM Limited

Starhub Internet Pte

Telrad Telecommunication and Electronic Industries
Think Systems UK Ltd

TRI.ph AS Inter-Island Information Systems, Inc.
Twowin Co., Limited

Ucom LLC

Wow Solutions and Systems Pvt Ltd
Zamtel Copperbelt Cluster PoP Assignments
CJONLINE ISP India

Digicel Jamaica

Etihad Atheeb Telecom Company
FORTHnet SA

Globalreach eBusiness Networks, Inc.
HiNet

Lemon Tree Hotels Ltd

MTN Network Solutions (Cameroon)
Net Telecom

0OJSC Kyrgyztelecom

PON Services

Proimage Engineering and Communication Co.,Ltd.
PT Comtronics Systems

PT. Eka Mas Republik

Saber Informatica LTDA

Sc Multimedia Network Srl

Servicos de Internet LTDA

SolNet ADSL Business Pool

Telecom Argentina S.A.

Telecom ltalia Sparkle of North America
Telecomunicaciones MOVILNET
Telefonica Germany

TIGO COLOMBIA

Vainavi Industies Ltd

Access Telecom (BD) Ltd

Africa Online Uganda

ALAJUELA
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Argentina S.A.

Arrownet Pvt.Ltd

Beykent University

Bloomsbury Computing Consortium (Birkbeck Geology)

Edatel S.A. E.s.p

Etisalat

Euroweb Romania SA
Gleydson Barbosa Carneiro ME

Btc-gate1 Google

Cable Onda Gulfsat

Charter Communications H1 TELEKOM d.d.

China Unicom AnHui HEC

CMPak Limited hellas online Electronic Communications S.A.
Ctc. Corp S.A. (telefonica Empresas) HYPERIA Ltd

Dai IP tinh cho khach hang xDSL

Dominioz Servicos de Telecomunicacoes Ltda

Grupo Empresarial Mexicano en Telecomunicaciones
GTS Hungary Telecommunications Limited Liability C
HTT Telecom SA

IFX Networks Venezuela

Internet Thailand Company Limited

Invitel Tavkozlesi Zrt.

Jamii Telecommunications Limited

JSC Kazakhtelecom, Karaganda Affiliate

Kappa Internet Services Private Limited

Infolink Tecnologia E Telecomunicacoes
Intech Online Pvt Ltd

Interdomain Routing

Interhost Communication Solutions Ltd.
JP Posta Srbije Beograd

JPR Digital

Karvy Consultants

kasatech informatica

Mada ALArab LTD

MetroCast

MyRepublic Ltd (Singapore)

KNet Net-blade Comunicacoes ltda

Link3 Technologies Ltd. NETCEN Teknoloji Ltd. Sti.

M-net NetCologne GmbH
