Comodo Endpoint Security Manager 3.0

Professional Edition

The Future of Endpoint Administration and Protection: Comodo ESM 3.0

Designed specifically for organizations requiring centralized

administration of their computer’s and laptop’s anti-virus and system
health status, the Professional Edition of COMODO Endpoint Security
Manager Version 3 sets a new benchmark in endpoint management.

Combining a very short learning curve, the management of
COMODO'’s award winning Endpoint Security suite and the day-
to-day information required to supervise system health, Endpoint
Security Manager now offers an even more centralized administration
platform for the business network.

Our patent-pending panoramic display enables IT security and
systems’ technicians to have more information at their fingertips
facilitating rapid alerting and remediation of issues requiring attention
with a minimum of administrative effort.

Each endpoint is represented as a tile containing the 11 critical
metrics required by system’s/security administration staff.
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These include:

e |nfection status

Anti-virus definition database status

e Security policy compliance

e |nternet Security Suite status & online status
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The ESM server’s lightweight agent acts as a conduit instructing
the endpoint to perform the actions required by the administrator
and reporting the endpoints operational status to the management
console.

Invoking the properties command, the management agent gathers
and returns the operating system, service pack, OS version, whether
a reboot is required, networking statistics and CPU, RAM and hard-
drive usage metrics. With just one click the administrator is able to
view and stop services and processes as well as browse and uninstall
msi-based applications.

Armed with this information the administrator can make swift and
accurate decisions to protect their infrastructure and ensure the
smooth and efficient continuation of user’s computing requirements.

Product Highlights

e Unique patent-pending panoramic
display presents “first-glance” view
of 11 critical endpoint metrics

e Centralized administration of Windows,
Apple OSX and Linux* workstations
and laptop computers inside and
outside the business network

e Minimal system requirements
allows installation on non-dedicated
windows PCs* or servers

e Browser-based console manages ESM
3 from local or remote Silverlight
compatible system

e Deploys and controls Comodo’s
highly-acclaimed, award-winning
Endpoint Security Suite

e White-listing of known-good and
trusted local and network files

e CES’s auto-sandbox feature runs
unknown executables in a virtual
environment protecting critical
Windows system files and registry
settings

e Automated upload of suspicious
files to Comodo’s Valkyrie malware
labs for near real-time analysis and
verification

e Manages endpoint processes,
services, installed applications,
removable devices and power usage

e Fully customizable policies allow
granular definition of endpoint
configurations



Datasheet: Comodo Endpoint Security Manager 3.0
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Proactive administration is available through the configuration

of policies or templates which dictate the endpoint’s behavior.
Controlling everything from the definition database update schedule
and source, granular manipulation of critical security configurations
and file and vendor white-listing, removable device control and power
management, the user-friendly policy creation wizard can generate
and enforce the administrator’'s configurations within minutes.

Endpoint protection is applied through Endpoint Security Manager’s
control of COMODO Endpoint Security v.6, the only anti-malware
suite to bring “Defense in Depth” to the desktop environment using
the industry’s smallest, lightest AV suite.

Combining our Default-Deny™ architecture with best-of-breed
blacklist based detection, the industry recognized COMODO Firewall
and the behavioral analysis engine of the Defense+ Host Intrusion
Prevention System featuring the world’s most reliable white-list of
verified applications and vendors, results in the radical reduction of
the organization’s exposure to malware.
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This defense is further enhanced with COMODO’s patented fully-
automatic Auto-Sandbox which defends systems from potentially
malicious files by isolating unknown files in a ‘virtual’ execution
environment.

These files are then automatically uploaded to COMODQ’s malware
analysis laboratory where they are subjected to a battery of
automated and manual tests.
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clean.exe is an unrecognized file and has been
sandboxed as Partially Limited

| Hide these alerts

If the application is safe, it is added to the white-list and allowed

to run on the endpoint. If it is determined to be malware, a virus
signature is created for it in near real-time and added to the
signature database. Once your endpoints have performed their
database update and have run their scheduled scans, any instances
of this file found in the network are automatically quarantined or
removed. This provides a pop-up-free, guesswork-free, worry-free
environment for users and administrators.

COMODO Endpoint Security is therefore the only solution which
comprehensively protects endpoints from infection or compromise.

We have such confidence that we can malware-proof the
organization that COMODO is the only vendor that offers a virus-free
guarantee** against infection.

For more information, or to download a free trial, please visit:
http://www.comodo.com/business-enterprise/cesm3/

About Comodo

The Comodo companies provide the
infrastructure that is essential in enabling
e-merchants, other Internet connected
companies, software companies, and
individual consumers to interact and conduct
business via the Internet safely and securely.

The Comodo companies offer PKI SSL,
Code Signing, Content Verification and
Email Certificates; award winning PC
security software; vulnerability scanning
services for PCI Compliance; secure email
and fax services.

Continual innovation, a core competence

in PKI, and a commitment to reversing the
growth of Internet-crime distinguish the
Comodo companies as vital players in the
Internet’s ongoing development.

Comodo secures and authenticates online
transactions and communications for over
200,000 business customers and 40,000,000
users of our desktop security products.

Comodo Group Inc. Comodo CA Limited

1255 Broad Street,  3rd Floor,

Clifton, New Jersey 26 Office Village,

07013 Exchange Quay,

United States Trafford Road, Salford,
Manchester M5 3EQ,
United Kingdom

If you'd like to speak to a Comodo solutions
specialist, please contact us on

Tel: +1 (888) 266-6361

CESMsales@comodo.com

*  System only
** Terms and conditions apply


https://www.comodo.com/endpoint-protection/endpoint-security.php
https://360.comodo.com/security-solutions/endpoint-protection/
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