
Key Benefits
 
• Increase productivity

• Reduce business security
risks

• Boost employee
satisfaction and morale

Why Comodo?
 
• Pay only for users, not

devices!

• We license users
instead of devices

• Full security coverage
with built-in antivirus
engine

• Define device and identity
certificates from a trusted
Certificate Authority -
Comodo

Secure and centrally manage large-scale deployments of 
corporate and personal mobile devices

Comodo Mobile Device Management

Comodo Mobile Device Management (CMDM) 
automates the enrollment, provisioning, 
configuration, and management options to save 
your enterprise time and money. CMDM enables 
remote and seamless control over devices, 
giving enterprises the power to enforce security 
restrictions to secure their corporate-owned data 
regardless of the device that holds it.

Manage All Devices from One, Centralized 
Console

• Monitor Device Inventory
• Ensure Device and Data Security
• Enforce Configurations and Limit Features
• Monitor Application Inventory
• Monitor and control user and device access to

Corporate mail servers
• Support BYOD

Ensure Device and Data Security

Admins can enforce encryption, security policies, 
complementary applications, and predefined 
actions to ensure devices and data security.

• Enforce encryption, security policies,
complimentary applications, and predefined
configurations to ensure data protection

• Remotely locate, lock, and wipe (full or selective)
functions to keep your data safe

• Self-service portal for end users to enable rapid
incident management

• Schedule device scans with integrated COMODO
antivirus engine

• Assign identification and device certificates from
a trusted Certificate Authority - COMODO

Application Management 

Administrators can watch all devices in real-time to 
proactively manage all device applications. 

• Create and manage Enterprise application store
to push Enterprise and Store apps

• Define recommended (optional) and/or
mandatory apps

• Blacklist prohibited applications and require
uninstallation from all devices

• Block undesired or suspicious applications for
individual users

• Scan new app installs with integrated malware
engine

• Enforce “Unknown Source” and “Verify Apps”
control to provide real-time protection

• Complementary Capabilities: Leverage Comodo
Mobile Security, Battery Saver, and many more
Comodo mobile productivity tools right away

• Install Appstore or enterprise applications to
devices

• Isolate managed and unmanaged apps to
prevent leakage of sensitive data

Data Sheet

https://antivirus.comodo.com/


Endpoint Security Manager 2.0

Comodo Mobile Device Management (CMDM) 

Device Enrollment

CMDM streamlines the device enrollment process 
to make it simple for both IT administrators and 
employees to enroll devices.

• Over-the-Air (OTA) enrollment of devices without
physical access

• One time passwords or Active Directory/LDAP
• Classify employee (BYOD) and corporate owned 

devices
• Immediately control devices with default profiles

enforced during enrollment

Configuration

Customizable user profiles allow you to configure 
devices, control user access, and set security 
policies specific to your enterprise needs. Access 
to corporate email can be controlled by whitelisting 
devices and monitoring users that are allowed to 
access the company mail server.

• Create enterprise policies to control devices
• Deploy corporate configurations to all of your

devices
• Apply policies to restrict usage and access to

features
• AndroidTM Configuration: mail, passcode,

restrictions, Antivirus settings, VPN, and Wi-Fi
(Samsung SAFE™ supported)

• iOS Configurations: passcode, restrictions,
Wi-Fi AirPlay, AirPrint, VPN, Per-App VPN, Mail,
Exchange Active Sync, LDAP, and several more

Monitoring Capabilities

Monitor the lifecycle of the device from registration 
to retirement.

• Capture all diagnostic details regarding
hardware, software, configuration, and
applications

• Watch all devices with real-time status to
proactively manage your inventory and
resources

• Monitor and control devices that request emails
from Enterprise email server

Auditing Capabilities

Comodo dashboards deliver a quick view into real-
time deployment information of your mobile device 
management operations and compliance..

• Audit your devices for compliance with defined
policies

• Access out of the box reports to provide admins
with statistics about their deployment

• Audit Activities: Audit device, user, and system
activities

System Requirements:

Windows 2008 R2
10 GB hard drive
2 Cores, 2GHz CPU
2 GB RAM

Available for:

• Apple iOS 6 and higher
• AndroidTM 2.3 and higher

Licensing Options 

• One license per user
• Licenses can be perpetual or flexible

subscription

Getting Comodo Mobile Device Management

Learn more about Comodo Mobile Device Management or get a free trial at http://www.mdm.comodo.com.

If you have a business inquiry and would like to speak directly with a sales representative about Comodo 
products and services, please contact us at:

Tel: U.S. +1-888-256-2608   |   UK & Europe +44(0)-161-874-7070   |   International +1-703-637-9361 Email: 

mdm@comodo.com

https://dm.comodo.com/
https://one.comodo.com/device-manager.php



